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NO.1 A new version of an e-commerce application was deployed using a standard template
configuration of 4 vCPU and 8GB of RAM. The administrator has configured the application to
automatically add 4 GB of RAM after 80% utilization of continuous use over a period of time.
Which of the following testing techniques should be used to test this scenario?

A. Penetration testing

B. Automation testing

C. Load testing

D. Integration testing

Answer: C

NO.2 A company has hired a technician to build a cloud infrastructure for a massively parallel
application. Which of the following should the technician consider doing FIRST?

A. Allocate maximum bandwidth to the VMs

B. Select the most compute cores for the VMs

C. Add a GPU to the VMs

D. Configure the VMs to scale up automatically

Answer: D

NO.3 A company is implementing a Saa$ solution with a large user base. Saa$ solution licensing is
user based, and user management is critical to keep the cost in check. Which of the following is the
MOST efficient way to meet this requirement?

A. Have users remove their SaaS accounts when they no longer need the service.

B. Have the administrator of the SaaS solution keep track of user activities.

C. Have a weekly user management script maintain the Saa$S user base.

D. Have a nightly upload to the SaaS provider of the current user base based on API call.
Answer: B

NO.4 Asynchronous data replication for a SaaS application occurs between Regions A and B.

Users in Region A are reporting that the most current data for an insurance claims application is not
available to them until after 11:30 a.m. The cloud administrator for this SaaS provider checks the
network utilization and finds that only about 10% of the network bandwidth is being used.

Which of the following describes how the cloud administrator could BEST resolve this issue?

A. Check the storage commit logs in both regions.

B. Check the storage utilization logs in both regions.

C. Check the RAM utilization logs in both regions.

D. Check the CPU utilization logs in both regions.

Answer: A

NO.5 Email users report that it takes more than one minute to open emails, including those without
attachments. There are three email instances in three different regions hosted by the same CSP.
Other applications hosted by the same CSP have no reported issues. Which of the following solutions
BEST resolves the issue?

A. Confirm that the email instances have sufficient bandwidth.

B. Check the antivirus software settings and disable real-time message scanning.
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C. Ensure the requested IOPS are being provided to the email instances.
D. Install monitoring software on the email instances.
Answer: B

NO.6 A cloud provider is suggesting a hot disaster recovery site to enable the customer to migrate
services to them as quickly as possible in case of a failure on the primary site.

Which of the following metrics BEST represents what the provider is asking the tenant to consider?
A.RPO

B. MTBF

C. MTTR

D.RTO

Answer: A

NO.7 A customer wants a cloud systems administrator to adjust the backup schedule after month-
end to ensure the data can be restored as fast as possible while minimizing the time needed to
perform the backup. Which of the following backup types should be scheduled?

A. Differential

B. Full

C. Incremental

D. Synthetic full

Answer: D

Section: (none)

Explanation

NO.8 The access control department creates a process to grant elevated administrator privileges for
only a certain amount of time for a specific administrator task in an laaS-hosted VM resource. Which
of the following access control method is used?

A. SSO

B. Policy-based

C.RBAC

D. Two-factor authentication
Answer: B

NO.9 A company is migrating its application to a cloud provider. Six months before going live, a
representative from each stakeholder group validated the functionality and performance in the QA
environment and did not identify any issues. After going live, the system response time is slower that
the testing environment. Which of the following is the MOST likely gap in the testing plan?

A. The test scenario audiences are different between QA and production.

B. System configuration testing in QA and production is different.

C. The test plan in QA is different than the production environment.

D. The application version deployed in production is different than the one deployed in QA.
Answer: A

NO.10 A cloud administrator for a customer's environment must ensure the availability of critical
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applications. The cloud provider hosting the infrastructure lost power, and the environment was
down for four hours. Which of the following solutions is MOST suitable for ensuring availability of
critical applications?

A. Install services at alternate sites.

B. Enable HA on the critical infrastructure.

C. Move services to a third-party environment.

D. Deploy additional services to edge sites.

Answer: B

NO.11 A consultant is helping a gaming-as-a-service company set up a new cloud. The company
recently bought several graphic cards that need to be added to the servers.

Which of the following should the consultant suggest as the MOST cost effective?

A. Private

B. Public

C. Community

D. SaaS

Answer: A

NO.12 A cloud engineer is deploying a new application to a multicloud platform. After running the
script, the engineer sees the VMs were not created on one of the cloud providers. The engineer
confirms the proper credentials are being used for all cloud providers and there is available capacity.
Which of the following is the MOST likely cause of the deployment failure?

A. The cloud provider was not available.

B. The application does not have an adequate number of licenses.

C. The additional cloud provider is in a separate time zone.

D. The script created to be deployed does not match the cloud provider API.
Answer: B

NO.13 A QA team recently completed testing new features for an e-commerce application that will
be deployed to support the busy season. All security tests have been completed, and the new
application is scheduled for release tomorrow.

Which of the following types of testing is still needed?

A. Functional

B. Load

C. Vulnerability

D. Penetration

Answer: B

NO.14 A file server is being migrated from physical hardware into a private cloud. Baselining of the
server shows the disks average 90% full at all times. The contents of the file server consist mostly of
compressed audio files. Multiple copies of the same files are often saved in different locations on the
same disk. Which of the following storage technologies is MOST likely to help minimize storage
utilization when moving this server to the private cloud?

A. Compression
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B. Deduplication

C. Thin provisioning
D. Tokenization
Answer: B

NO.15 A software solution must be deployed based on the most granular access level. Which of the
following methods should be used to meet the requirements?

A. File-based
B. Group

C. LDAP

D. RBAC
Answer: D

NO.16 A consultant is helping a large company migrate its development environment to a public
cloud provider. The developers are working on a VDI solution. The development tools that employees
utilize require greater control of the OS environment. Which of the following cloud types should the
consultant implement?

A. PaaS

B. Bare metal service

C. laaS

D. SaaS

Answer: C

NO.17 An application server, which uses a SaasS fax provider, is determined to cost too much money.
An upgrade to the application allows for use of a physical fax card so the company only has to pay for
a phone line. This is a production application; therefore, downtime must be minimized. Which of the
following types of migration is MOST efficient in facilitating this application upgrade?

A. Storage migration

B. Offline migration

C. Virtual-to-physical migration

D. Cloud migration

Answer: C

NO.18 A hosted file share was infected with CryptoLocker and now root cause analysis needs to be
performed. Place the tasks in the correct order according to the troubleshooting methodology.
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Establish a plan of action to resolve
the problem and implement remediation

Establish a theory of probable cause

Document findings and outcomes

Identify the problem

Test the theory to determine cause

Verify full system functionality

Answer:

' : | Establisha plan of action to resolve -
o GRIHIENIE Pradlein the problem and implement remediation ‘
0 Establish a theory of probable cause Establish a theory of probable cause
e Test the theory to determine cause Document findings and outcomes

Establish a plan of action to resolve | , I
o the problem and implement remediation =il tiejbicblen
e Verify full system functionality | I Test the theory to determine cause I
o Document findings and outcomes Verify full system functionality
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